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The process of Enterprise Risk 
Management has evolved significantly 
over the last five years. The issues 
emanating from the financial crisis, 
the fragile global economy, a nervous 
Eurozone, volatility in raw materials 
pricing and increasing political unrest, 
have created an environment in which 
risk across corporations, particularly 
multinationals, is more varied and far 
reaching than ever. 

There are new drivers within these 
organisations which are requiring 
a deeper and more comprehensive 
examination into the risks enterprises are 
facing now and into the future.

At board level, C-suite executives need 
only look at their peers to realise how new 
and unusual scenarios have caught out 
corporations, damaged reputations and 
impacted shareholder returns. The drive 
to improve the quality, knowledge and 
input of non-executive directors especially 
in the area of risk, has moved forward 
significantly with a more probing and 
evidence-based approach being required. 

Major shareholders and analysts too 
are more likely to interrogate executives 
regarding enterprise risk as part of their 
investor due diligence. An investor road 
show is no longer about ‘this is what we 
do and where’; questioning is far more 
analytical and forensic with much broader 
benchmarking of the board’s performance. 

This closer scrutiny has attracted the 
attention of the accounting community, 
which many argue has suffered some 
historic reputational damage in respect of 
its ‘true and fair’ sign offs, which failed 

to identify imminent corporate problems. 
Most large corporations have now been 
formally approached and engaged into 
an enterprise risk management analysis by 
management consultants or accountants 
and most can readily point to a well-
documented process. 

What has become evident though, is 
that the process is not the solution, but 
merely the starting point. The ability of a 
board to communicate a risk appetite in 
a meaningful and quantifiable way to its 
executive team is proving to be a difficult 
and painful task, with the board often too 
remote from their own operations.

Clarity in monetary terms of how 
scenarios, singular or aggregated, 
can threaten balance sheet integrity, 
is increasingly important in setting, 
managing and communicating an  
agile and impactful enterprise risk 
management strategy. 

Assuming an empirical value of risk 
appetite has been arrived at; one might 
think the risk assessment and quantification 
process would drive forwards and in the 
traditional way eliminate, manage or 
hedge risk in a controlled way to fit board 
expectation. However, there remain issues 
that need to be addressed:

• The engagement of the whole business, 
not just the ‘Head Office’ technical 
response teams. 

• Better and more common language 
around risk quantification 
and management. 

• Driving risk appetite into business 
decision making.

Introduction



With this backdrop and picture of 
the current drivers of Enterprise Risk 
Management, it is important that there 
is greater insight and preparedness for 
the emerging risks that businesses are 
confronted with. 

About this guide
In this report, Crawford & Company® 
analyses six key risk areas, looking at 
macro trends and claims experience from 
across the company’s global operation. 
We also review the observations of sector 
experts from the insurer, legal and  
broking markets.

In our review of Pandemic risk 
management, we ask the question of 
whether the 2014 Ebola crisis has been 
properly acknowledged by the corporate 
community. All the evidence seems to 
confirm that Ebola is one of the first deadly 
infectious diseases of its kind to traverse 
international boundaries. Present trends 
suggest responsibility for preparedness is 
left almost entirely with governments, but 
we ask if it’s actually time for a rethink.

Restoring order after natural and 
man-made catastrophes is one of the 
cornerstones of the Crawford service and 
the years 2010-2015 have included more 
incidents and opportunities to learn than 
any before them. Bud Trice, Vice President 
and head of Crawford’s Catastrophe 
Services Group, USA, explains the many 
steps risk managers take to keep adjusters 
on their toes, with scenario planning an 
ongoing exercise for major companies.

Aside from wealth creation, one of the 
opposing consequences of global industry 
and commerce has been damage to the 
environment. Thankfully many countries’ 
regulatory regimes have become 
considerably more robust in recent years, 
but David Waller, Head of Environmental 
Adjusting UK at Crawford says this 
emotive subject gives regulators a very 
much longer arm than their budgets may 
normally allow; those who ignore the 
tenacity of pressure groups do so at  
their peril…

Clearly the most visible emerging risk in 
2015 has been cyber. Everywhere you 
look, a tale of epic proportions seems 
about to break. Head of Global Markets, 
Benedict Burke, reviews the latest trends 
and reveals the steps being taken by risk 
managers to mitigate.

Our final two areas of focus are terrorism 
and political risk, followed by supply chain 
resilience. In the former case, Crawford 
has had considerable recent experience 
supporting corporates whose operations 
have been affected by the conflict in the 
Ukraine. Rob Kleinveld, Vice President 
Global Markets, explains that clarity 
over conditions and limits between local 
and global programmes is essential for 
companies who need a quick solution 
during a highly pressurised time. 

Meanwhile, Ian Hasson, Head of Forensic 
Accounting at Crawford Europe, and 
Clive Nicholls, CEO UK & Ireland, review 
the current conditions facing corporates 
in a multi-tier supply chain environment. 
With insurers and economists identifying 
a range of vulnerabilities in supply chains 
that can impact corporate resilience 
right to the core, Ian and Clive ask 
whether weak links can be absorbed 
with the protections available in the risk 
management toolkit. 

We hope you find this report a helpful 
guide in terms of the importance with 
which Crawford views scenario planning 
and the concept of preparedness. As an 
organisation, Crawford supports many 
of its clients to help them create a culture 
of preparedness so that depending on 
their attitude to risk, they can justify their 
approach from the shop floor right up to 
the boardroom.
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1  Pandemic – Potential Insurance Impacts – Lloyd’s 2009 https://www.lloyds.com/~/media/lloyds/reports/emerging%20risk%20
reports/er_pandemic_insuranceimpacts_v2.pdf 

2 Centers for Disease Control and Prevention http://www.cdc.gov/vhf/ebola/outbreaks/2014-west-africa/case-counts.html
3 Source: International SOS 30th March 2015
4 Preparing for a pandemic; Harvard Business Review May 2006

Emerging risks 
review

1.  Should Pandemic be left to the authorities alone?

The spread of infectious diseases is 
typically consigned to the ‘unlikely’ 
or ‘infrequent’ list of concerns on the 
corporate risk management register. 
However, according to the Lloyd’s 
Emerging Risks Team Report of 20091, 
historic recurrence rates of 30-50 years 
suggest it is “prudent to assume that a 
pandemic will occur” at some point in 
the future, while the 10th Edition World 
Economic Forum Global Risks report 2015 
placed infectious diseases second in its top 
10 risks in terms of ‘Impact’.

We have of course recently encountered 
an infectious disease story in the form 
of Ebola which spread across West 
Africa, killing more than 10 000 people 
and infecting more than two times that 
number2. At the time of writing, the UK 
had ‘imported’ (i.e. diagnosed after 
arrival) one case of Ebola and two 
‘Evacuated’ (i.e. diagnosed at source of 
infection before evacuation) cases, the  
US had two imported and seven 
evacuated cases.3 

For risk managers, Ebola appears to have 
remained a factor largely to be monitored 
in step with available public health advice. 
Despite frequent reminders of the potential 
threat posed by pandemic and a general 
acknowledgement that a serious outbreak 
would have a major impact at a societal 
level, corporates have preferred to take a 
watching brief rather than deploy many 
resources to plan for scenarios.

Nine years ago, the global threat was 
Bird Flu and the concern centred on 
whether or not the H5N1 virus would 
mutate to facilitate infection across species. 
Justifiably referred to in an authoritative 
report by Harvard Business Review4 as 
“the single greatest threat to business 
continuity, should a pandemic emerge”, 
H5N1 prompted national contingencies to 
be mobilised, with the UK stockpiling the 
Tamiflu anti-viral. 

As the HBR article outlined, with reference 
to the World Health Organisation’s Six 
Phase Pandemic Tracking Model, the 

Tracking a Potential Pandemic

Interpandemic phase 
New virus in animals,  
no human cases

Low risk of human cases 1

higher risk of human cases 2

Pandemic alert 
New virus causes  
human cases

No or very limited 
human–to–human transmission 3

Evidence of increased 
human–to–human transmission 4

Evidence of significant 
human–to–human transmission 5

Pandemic Efficient and sustained 
human–to–human transmission 6

3 Now at phase 3 
Companies should 
develop risk 
mitigation plans



benchmark for companies to develop risk 
mitigation plans has been reached on 
numerous occasions. 

Now, in relation to Ebola, where evidence 
of increased human-to-human transmission 
places the disease at least at level 4 (one 
notch above the measurement applied to 
Bird Flu in 2006), the evidence seems to 
be increasingly compelling. This advice 
echoes that of the Association of Insurance 
and Risk Managers, which responded to 
the WHO’s announcement that a new flu 
variant had reached phase three in 2009. 

Airmic said at the time; “if the phase 
reaches level 4, then it is time to invoke 
pandemic business continuity plans.”

“...the benchmark for 
companies to develop risk 
mitigation plans has been 
reached on numerous 
occasions.”

In 2014 and 2015 Ebola has presented 
as a communicable disease infecting 
almost 25 000 people in at least five 
countries and has imported cases  
across international borders and 
continental boundaries. 

While every UK and US case of Ebola 
has been successfully treated, there is a 
clear mandate to analyse preparedness 
and consider a range of scenario plans 
at a corporate level. It remains to be seen 
whether risk managers will be able to 
embed pandemic into business continuity 
planning with the same sense of urgency 
as more frequent, but arguably less 
impactful, threats like cyber or even  
natural catastrophe. 

There is no single risk factor which can 
engender panic and confusion in the way 
pandemic can. Media commentators veer 
from criticism of government when it labels 
problems like Ebola as “a very serious 
threat to the UK”, to attacks on the very 
institutions trying to protect us for failing to 
“call Ebola a public health emergency”.

In the face of such a dizzying array of 
inputs and opinion, is it any wonder that 
scenario planning in relation to pandemics 
is typically deferred to the authorities? 

5 Source: Post Magazine, 27th April 2009 ‘Airmic offers pandemic advice’
6 Source: The Guardian, 17th October 2014 ‘Downing Street’s Ebola panic is a classic case of the politics of fear’
7  Source: Associated Press, 20th March 2015 ‘Emails show the World Health Organisation intentionally delayed calling Ebola a 

public health emergency’
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2. Catastrophe claims management: Well drilled?

Anyone connected with the response to 
natural and man-made catastrophes in 
the past five years has been on a steep 
learning curve. Major disasters have struck 
all four corners of the globe since Chile, 
New Zealand and Japan were devastated 
by earthquakes in 2010 and 2011. The 
next five years have seen countless natural 
disasters, impacting the lives of people, 

destroying their homes and businesses  
and opening gaping holes in global 
supply lines.

A comprehensive picture of global 
catastrophes and their impact on society 
can be found from numerous data sources 
within the reinsurance industry. Headline 
figures from 2014 reveal that last year 

was the highest recorded year ever in 
terms of the number of natural catastrophe 
events, with 189 taking place around the 
world. Man-made disasters numbered 
147, a slight reduction on 2013 with 
those numbers contributing to a total 
economic loss of US$110bn; down from 
$138bn in 2013.8

Date Country Details Natural/Man Made

January 
2014

UK Winter flooding across Southern England, high tides affecting  
coastal communities

N

January 
2014

UK/US Impact of salt water flooding post Hurricane Sandy/UK tidal surges – 
Crawford advises insurers on mitigation to avoid spiraling costs

N

January 
2014

US/Canada Temperatures 10-25 degrees below average hit eastern states. N

January 
2014

Indonesia Crawford responds to flood claims across Java, Sumatra, Suluwesi and 
other islands. National Disaster Mitigation Agency (BNPB) launches 
“rain modification” programme of cloud dispersal to operate until the 
end of the wet season in March

N/MM

January 
2014

Australia Bushfires devastate semi-rural areas of Western Australia. Crawford 
supports agricultural and manufacturing sectors in restoration.

N/MM

February 
2014

UK Oil spills caused by flooding; Crawford reports on frequent problems of 
fuel spills at domestic and commercial properties following floods, with 
consequent environmental pollution exposures

N/MM

February/
March 
2014

UK Floods cause associated losses from sewage overflows at domestic  
and commercial properties. Crawford advises insurers on  
decontamination protocols.

N/MM

8 Source: Swiss Re Sigma – Natural catastrophes and man-made disasters in 2014

A year in the life of Crawford Catastrophe Response
Crawford adjusters were mobilised to respond to dozens of natural and man-made catastrophes in Response 2014, each with a 
unique catalogue of losses and impacts for homeowners, businesses and corporates. Below is a selection of those incidents and 
some details of how Crawford supported its customers.
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Date Country Details Natural/Man Made

April 2014 Chile 8.2 earthquake strikes off coast of northern Chile, triggering a tsunami. 
Mercifully, damage to property and infrastructure is minimal.

N

April 2014 US Tornadoes and severe weather across Plains, South and Midwest N

May 2014 Vietnam Vietnamese protesters, angry at Chinese drilling in contested waters, 
target over 400 business properties.

MM

May 2014 Balkans Historic floods devastate Serbia and Bosnia-Herzegovina; physical 
damage to property and infrastructure potentially worse than 1990s 
civil war 

N/MM

June- 
September 
2014

Japan, 
Philippines, 
Taiwan

Typhoon season (Matmo, Rammasun, Neoguri, Fung Wong, Hagupit). 
Infrastructure weakened by 2013 typhoon season, particularly 
challenging for Philippines. 

N

August 
2014

Taiwan A gas explosion in southern port city of Kaohsiung kills at least 25 
people, and injures hundreds more.

MM

October 
2014

Bermuda Hurricane Gonzalo brings considerable flooding and damage to the 
island after storm surge.

N

December 
2014

Malaysia 200,000 people flee their homes to escape flooding. Power and road 
infrastructure are badly affected. 

N
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Learning from Sandy
With the US experiencing enough man-
made and natural catastrophe activity to 
warrant having a department all on its 
own, Crawford’s Catastrophe Services 
Group came of age in 2012. Hurricane 
Sandy caused losses in 13 different 
states, creating huge challenges from a 
technological perspective. Meanwhile, 
having developed new methods of 
receiving direct instructions, Crawford was 
now on alert and mobilising its workforce 
far more quickly than before. By doing 
so, Crawford cut out three or four steps, 
driving the ability to have adjusters in 
place a lot earlier than before. 

In many cases, direct instruction and 
pre-nomination enabled Crawford to 
deploy adjusters locally in advance. 
This pre-nomination approach, which 
can be (and is) adopted across all of 
our global operations, was extremely 
effective; reducing delay and enabling 
the Catastrophe Services Group to avoid 
bottlenecks caused by publicly imposed 
travel restrictions in affected states.

The invisible catastrophe
When discussing the notion of 
‘catastrophe’, the media and 
commentators of course tend to focus 
on major earthquakes, tropical storms 
and so on, but major corporates can 
have problems which are off the typical 
risk manager’s radar. For example, an 
ongoing challenge for one of the US’ 
largest energy companies has involved 
tainted gasoline, with reports suggesting 
that as much as 5 million gallons of the 
product could have been shipped and sold 
– enough for 250 000 vehicles9. The fact 
is that this type of loss is not dissimilar from 
a claims perspective to a weather event; 
they accumulate rapidly and before you 
know it you’ll have a requirement for 100 
adjusters to be deployed on the ground.

Meanwhile, observers of US class action 
litigation need look no further than typing 
the terms ‘plaintiff town hall meeting’ 
into a search engine to understand the 
potential backlash that can occur against 
corporations. US citizens are driven 
toward collective action and corporates 
are viewed as sensible targets with 
deep pockets. Putting in place a reliable 
framework for scenario planning that 
includes catastrophes like this is essential.

Incorporating scenario 
planning into you ERM 
framework
A major component of scenario planning 
within ERM frameworks is to determine 
how resources will be deployed in the 
event of a loss. Following on from the 
lessons learned after Hurricane Sandy 
in which those who engaged in pre-
nomination typically found themselves up 
to 24 hours ahead.

Quantify or qualify
A qualified approach will result in 
corporates pre-nominating specific 
individual adjusters, perhaps for their 
skills or existing business relationship. 
This is particularly effective in single 
loss scenarios without concerns over 
aggregation. For multiple risks, such 
as a restaurant chain or a retailer, the 
instructing corporate will via a service level 
agreement have a pre-determined support 
team in place following a major incident. 

Other trends in scenario planning can 
currently be seen in the increasing 
demands for damage assessment reports 
and employee crisis communications. 
These rapid response services aim to 
support risk managers based at a head 
office location with accurate estimates 
of numbers of likely claims at the earliest 
possible opportunity. In a world where 
investors expect information at their 
fingertips, the capability to gather data 
from first notification of loss and present 
this with a degree of accuracy has  
become a key differentiator in the risk 
management profession.

Meanwhile, the ability to keep employees 
fully informed of a developing situation 
after a catastrophe means that corporates 
are making use of adjusters’ inbound and 
outbound call centres to communicate 
advice and provide guidance for staff. 
These employee welfare hotlines represent 
a vital collaboration between risk and 
human resources; they can augment 
existing policy structures such as ensuring 
that all staff are contacted with safety 
messaging, or they can act as a conduit to 
direct employees toward management or 
spokespeople when existing infrastructure 
is compromised.

9 Source: The Advocate, 5th April 2014



Drills, simulations 
and proactive claims 
management
Although complex to administer, drills 
and simulations – particularly for high risk 
industries – are an important part of the 
ERM framework. Adjusters are frequently 
brought in to consult on corporates’ natural 
catastrophe scenario and contingency 
planning. Very high risk industries such as 
chemicals, fuels and the transportation of 
such are amongst the greatest proponents 
of ‘spill drills’, with corporate risk 
managers adopting an ‘inject’ problem 
into a scenario that builds a level of 
unpredictability and keeps everyone on 
their toes. 

Meanwhile, third party capture is, when 
used sensitively, a powerful cost control 
tool that risk managers, particularly in the 
US, are seeking out.

Man-made catastrophes, such as industrial 
accidents with consequent pollution, can 
result in local residents suffering injuries 
like smoke inhalation. In our experience, it 
is essential to be able to cut through layers 
of bureaucracy and we have, for example, 
implemented direct billing schemes with 
hospitals in the US so that if a claimant  
is suffering from pre-defined symptoms,  
we can provide vouchers that cover 
medical expenses. This has the double 
benefit of supporting injured parties and 
filtering out claimants who may be taking 
a chance in the hope they will receive a 
cash settlement. 

Preparedness is more than a plan that 
sits on a shelf. Preparedness is a state of 
existence. It requires honest analysis of 
corporate dependencies at micro levels, 
and subsequently, installation of solutions 
to deal with each of them.

Too often, preparedness is an exercise 
performed once with the result of creating 
a false sense of security. It’s impractical to 
think that every employee will know every 
aspect of a company’s preparedness, 
but those responsible for execution of a 
planned response should never have to 
refer to a manual for much more than a 
telephone number.

The inject
To ascertain an adjuster’s ability to respond in step to a rapidly developing situation, 
the ‘inject’ will be a problem where the answer isn’t immediately available. For 
example: An adjuster attends a drill involving a chemical spill at a waterway which 
has been closed by the authorities. Suddenly, the risk manager explains there’s a 
tanker, waiting offshore that needs access. The fine for not delivering its cargo is 
$10,000 per hour…

8
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3. Are corporates taking environmental risk seriously enough?  

When you look at which risk management 
trends are generating the most headlines, 
it seems that environmental pollution 
factors have fallen some way behind other 
concerns for corporates in 2015. Barely 
making it into the top 20 of a recent 
Allianz survey10, pollution is for many 
organisations, clearly an afterthought.

Indeed the topic has dropped off the 
radar since 2009 and 2010, when the 
introduction of the European Commission’s 
Environmental Liability Directive and its 
associated regulatory frameworks across 
the EU, prompted a flurry of questions 
from risk managers who were asking 
if they are insured or not under typical 
insurance programmes11.

While historic environmental disasters 
like the Deepwater Horizon oil spill and 
a spate of refinery accidents in the US 
remind us of the challenges corporations 
face in North America from mass torts, 
the modern-day trend, unique to this risk 

factor, in western democracies is the cost 
of regulatory intervention and remediation. 
April’s $225m settlement between the 
New Jersey Department of Environmental 
Protection and energy company Exxon12, 
represents the second largest agreement 
for a corporation to resolve its liability for 
natural resource damage in US history.

In the UK, signs of that increasing 
regulatory oversight are beginning to 
emerge, and their rise may have cause to 
encourage a review of an organisation’s 
preparedness to react in the event of 
an incident. For example, Environment 
Agency figures reveal that while serious 
and significant pollution incidents have 
actually dropped (from 1292 in 2000 
to 617 in 2012), the identification of 
their sources is increasing13, potentially 
generating more regulatory interventions 
and demands for remedial work.

 Expert View: Stephen Netherway,  
Partner at CMS

The ‘Bartoline extension’

UK corporates discovered in 2006 that their environmental liabilities may not be 
covered under standard public liability insurances. The High Court decision in Bartoline 
v Royal SunAlliance highlighted the claimant’s £600,000 liability to the Environment 
Agency was not damages in tort, but was in fact a debt under statute. Bartoline 
appealed the judgement but settled confidentially, out of court. This of course left 
considerable uncertainty around this issue and many are concerned if it is ever tested in 
court again, the outcome could create significant problems, particularly as subsequent to 
the Bartoline case, many PL insurers have offered the Bartoline Extension or Statutory  
Clean-up costs extension ever since.

Expert View: Duncan 
Spencer, EDIA Limited, 
an environmental 
insurance consultant
What aspects of 
environmental liability 
could be creating the 
greatest exposures for 
risk managers?

Broker and risk manager knowledge 
of the exposure is still limited. As 
the insurer is the experienced party, 
recognition of the benefits/drawbacks 
of specialist environmental insurance 
policies are not clearly identified. 
Even some of those who have 
purchased the cover and understand 
the scope of cover do not manage 
their policy correctly, with exclusions 
not addressed and possible claims  
not notified.

In relation to that second point above; 
I’m aware of one business which 
records 300+ pollution events a year, 
but they have only notified one event 
in the last 12 months to their insurer. 
This means at renewal the other 299 
become excluded as they are not 
notified in time.

10 Source – Allianz Risk Barometer 2015
11 Source – Environmental Loss Scenarios: A report from the IUA’s Non-Marine Environmental Committee
12 Source – Department of Environmental Protection; http://www.nj.gov/dep/newsrel/2015/15_0031.htm 
13 Source – Environment Agency – Pollution Incidents Report September 2013



 

The water beneath our feet
In many pollution cases, water – 
specifically for drinking – is the unwilling 
recipient. This has focused increasing 
attention to ground water supplies and 
aquifers, which are relied upon by more 
than 1.5bn people worldwide according 
to the Safe Drinking Water Foundation. 
In late 2014, groundwater supplies in 
southern California became so depleted, 
the state governor Jerry Brown signed  
a package of three bills designed to 
regulate the pumping of water from 
underground aquifers14.

While not the only potential exposure, safe 
drinking water is a precious commodity 
and its protection against pollution is 
becoming increasingly important. Risk 
managers should incorporate pre-planning 
into their ERM frameworks that recognise 
environmental exposures. 

Risks are far from obvious. A site with a 
fuel tanker or chemical store may have no 
neighbouring properties and create a false 
sense of security, but if it’s near an area 
of sensitive groundwater the potential for 
contamination is clear.

Expert View: Denise Dowen, Director  
at Redintegrate

What aspects of environmental liability could be creating 
the greatest exposures for risk managers?

“The social network is the new environmental regulator. The power of the social 
network will revolutionise the management of environmental risk. Company leaders 
that are not prepared for the transformation will discover that third parties know more 
about the environmental impact of their business than they do.” 

“Big data, artificial intelligence and the other disruptive technologies have  
power to improve the management of environmental risk and maximise  
stakeholder engagement.”

14 Source – National Geographic – September 18th 2014
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Source-Pathway-Receptor 
model
Faced with these scenarios, risk managers 
can conduct environmental specific risk 
assessments including identifying potential 
pollution sources (stored chemicals, fuels) 
and consider them within the industry 
standard ‘Source-Pathway-Receptor’ model 
outlined in figure 1 below.

This way of thinking can be a challenge 
for some risk managers who may 
consider the boundaries of their site(s) 
to be within a visible range. However, 
much like an air borne pollutant, 
ground water contaminations can reach 
considerable distances.

Once the potential exposures have been 
properly ascertained, a scenario planning 

exercise which builds a clear process of 
mitigation is essential. Almost invariably 
the key to successfully mitigating a 
pollution incident is to act within the first 
few hours of the first day. Risk managers 
have to ask themselves if they have any 
capability in-house to respond to smaller 
events and if there is a scalable plan for 
responders to become involved.

Source-Pathway-Receptor model used to assess contamination risk – Source: ACE
14 Source – National Geographic – September 18th 2014

HUMANSSOIL POLLUTION

LEACHING INTO 
GROUNDWATER
/AQUIFER

ECOSYSTEM
• WATER POLLUTION
• BIODIVERSITY DAMAGE

DRINKING WATER

RUN OFF

RECEPTORSPATHWAYSSOURCE

INDUSTRY AIR POLLUTION /
DUST / ODOUR
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Some simple checklist items include:

• Has your organisation conducted 
any emergency planning to mitigate 
environmental pollution incidents? The 
range of actions is very broad, from 
the use of in-house response tools (e.g. 
spill kit, drain bungs) and identifying 
specialist contractors for emergency 
response, to establishing robust 
communication systems and contact 
details for regulators.

• What is your insurance response 
pathway? This must include claim 
notification via Brokers to Insurers and 
should consider immediate notification 
to nominated specialist adjusters.

• Savvy risk managers identify the 
shortfalls in standard insurance covers 
and seek specialist advice regarding 
appropriate Environmental Pollution 
Liability covers.

 Case study – Dale Farm Travellers site 2011
After a very public battle, a community of travellers were evicted under County Court 
notice. However, shortly after the final families left, they hit back against the local 
council under the guise of a pressure group, the “Friends of Dale Farm”. They argued 
that works done by the Council to keep the travellers off site (digging ditches etc.) 
had created pathways for pollution to spread. Using freedom of information and 
environmental law against the council FoDF forced the local authority to spend a very 
significant sum on an 18 month site investigation. 

12
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4. Cyber – The angle of attack

The corporate world has passed several 
uncomfortable milestones in recent years, 
as the threat of cyber-attack becomes  
a reality. 

In 2013 and 2014, major incidents in the 
US exposing retailers Target and Home 
Depot, resulted in substantial seven and 
eight figure losses and a realisation that 
direct costs and expenses could easily 
break through, in the former case, a 
coverage limit of $90m.15

Now, the rest of the world is catching up. 
Major retail brands in the UK have been 
targeted, with brands such as Morrison 
Supermarkets experiencing a payroll 
data theft in 2014. Retail is amongst the 
most threatened industries, alongside 
communications, technology and media, 
financial institutions, hospitality, healthcare 
and utilities. 

Cyber is rapidly emerging as the zeitgeist 
of modern risk management. In March 
2015 the UK Government made headlines 
after its UK Cyber Security Report 
highlighted the importance of insurance in 
managing and mitigating risk. Meanwhile, 
the topic has certainly penetrated the 
boardroom of corporates, with almost 
half (48%) of directors admitting their 
perception of cyber-crime as growing had 
increased during 2014, a rise of 9% on 
the previous survey in 2011.16

From physical, to 
reputational, to financial
The consequences of cyber breaches have 
been far reaching in terms of brand and 
reputational damage, a loss of consumer 
confidence and share price fluctuations.

Meanwhile, the underwriting of these risks 
is challenging. In the UK, the Franchise 
Performance Directorate at Lloyd’s has 
revised its approach to monitoring cyber 
risks by “ensuring effective controls exist 
to manage material aggregation of 
exposure in the market”.17 Is it any wonder 
the market is intensifying its oversight? In 
respect of global corporates, their very 
interdependency in terms of systems, data, 
links with trading partners and extended 
supply chains creates a mind-boggling 
potential for loss scenarios, which we are 
only beginning to understand.

Expert View: Sam Tiltman JLT Speciality (Communications, Technology  
and Media)

What aspects of cyber are generating the biggest challenges for Risk Managers?

“The industry is still developing its knowledge of exposures from a frequency and severity perspective and the corresponding risk 
management methods (i.e. disaster recovery/business continuity management, preparedness, crisis management, risk transfer,  
breach response). Exposures can also vary per industry and can even be unique per business model.” 

“Buy-in remains a challenge. In many corporates IT security is still the preserve of separate departments and it has been difficult 
for risk managers to encourage collaboration. The most effective strategies have either been delivered through full and open 
collaboration between departments or giving overall ownership and responsibility of this risk to the RM department.”

 “After the downturn, there wasn’t enough investment in IT security management and infrastructure. Meanwhile, risk management 
(including insurance) budgets are under significant pressure – this presents particular challenges when corporates need to increase 
budgets to secure additional coverage (new policies) for cyber risks. Some industries have greater issues than others in this 
department (i.e. technology firms have for a long time invested into these areas).”

15 Source: Business Insurance – August 6th 2013
16 Source: PwC 2014 Global Economic Crime Survey, Nomura Research ‘Hacking Into a Soft Market’
17 Source: Lloyd’s Market Oversight – Supervisory Plan 2015 
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Roads to resilience
The way corporates respond to an event 
can highlight how resilient they are. The 
dangers implicit in a lack of preparation 
and effective execution of a response plan 
cannot be over stressed. Those companies 
that effectively handle an event, in line 
with their legal responsibilities, whilst 
respecting their customer and client base 
through meaningful communication and 
action, will be the most successful and thus 
the most resilient. 

Part of what makes a resilient business 
is clear lines of communication and 
responsibility within. As JLT’s Sam Tiltman 
suggests in his expert view, corporates 
have to overcome distinct challenges 
such as the demarcation between IT 
and Risk Management functions when 
a breach response is urgently required. 
Sam’s thinking echoes our own at 
Crawford, in that any breach response or 
business continuity arrangements must be 
integrated into the wider ERM framework; 
collaboration is therefore essential in 
ensuring effective methods. 

“The greatest challenge,” adds Sam, “is 
to define the major risk categories and 
then attach a value to them, based on 
probability and severity. Many corporates 
like to look into both theoretical and 
real-life loss scenarios (case studies) to 
form a basis for their calculations. But the 
financial impact of loss scenarios is very 
difficult to determine and also can be  
multi-faceted in nature (i.e. a loss scenario 
can present revenue, liability and first 
party exposures).” 

Expert View:  
Sam Tiltman JLT Speciality 

     What retention and transfer strategies are risk managers employing to face off against 
cyber risk?

“Insurance and deductibles are playing an increasing role for risk managers, but a further complication lies with the number of 
options available. This varies per industry, business model and country (and between insurers), but corporates have at least 10 
options to choose from. Corporates are employing a spectrum of tactics from full risk retention (the most common) through risk transfer 
and captive retentions and then numerous lines including standalone cyber insurance; technology errors & omissions, crime, civil 
liability broad form (i.e. Bank/Financial Institutions Industries), broad form general liability (seen in some European markets), property 
damage & business interruption and standalone professional indemnity/media liability insurances.”

Are you really prepared? 
The difference between being prepared 
on paper and having an approach which 
is embedded into your ERM framework 
represents the leap between theory and 
reality. It is vital to demonstrate a link 
between your risk transfer (insurance) and 
risk mitigation/management methods. 
Currently, a huge amount of focus for 
cyber policies has been applied into event 
response services (specialist vendors/
consultants) and the market has developed 
its offering significantly over the past few 
years. Several corporates have been 
purchasing insurance for this reason; in 
other words, to access this ‘value-add’ 
response consultancy and formally outline 
a breach response and business continuity 
strategy within that space.

“Having access to external 
experts can provide 
significant value, particularly 
where experience is required 
from handling real-life 
event responses”

Having access to external experts can 
provide significant value, particularly 
where experience is required from 
handling real-life event responses. If 
properly scoped within the context of a 
corporate’s overall ERM framework so that 
it plugs gaps in coverage and enhances 
resilience, there is considerable value in 
the support on offer.
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Convincing the board, 
analysts and investors
As explained in our introduction to this 
report, major shareholders and analysts 
are increasingly likely to interrogate 
executives regarding enterprise risk as 
part of their investor due diligence and 
corporate governance review.

With research indicating an increasing 
awareness amongst C-suite executives 
of the risks posed by cyber18 it is now 
incumbent upon board members to 
demonstrate how they would implement 
their decisions in potentially numerous 
cyber scenarios. 

It is the Crawford view that the most 
effective data breach, attack or  
denial of service response solution is a 
turn-key resolution. 

A service-based model should deliver 
effective event management on a multi 
lingual, global basis. The outputs will be 
the minimisation of the impact of the event 
on the corporate’s business operations, 
their own customers and brand reputation. 

From first notification, through triage 
and ongoing event management, a 
turn-key solution provides corporates 
with access to a pre–approved and 
contracted panel of proven experts in 
legal, forensic investigation, extortion, 
public relations, forensic accountancy, and 
credit monitoring, with an emphasis on a 
collaborative framework. 

Most importantly, this response framework 
is best codified in a primary contract 
between the turn-key provider and the 
insurer or self-insured corporate, and 
similar subcontract arrangements with the 
panel experts executed under  
a blanket, customised professional 
indemnity coverage.

 Expert View: Mark Bannon, Senior 
Underwriter, Technology, Security &
Privacy, Zurich Insurance

What retention and transfer strategies are risk managers 
employing to face off against cyber risk?

“Corporates are increasingly looking for a cradle-to-grave post data breach 
incident response service, such as Zurich’s Digital Resolve. Insurance companies, 
claims management experts, IT consultants and crisis management specialists can 
collaborate and deliver a comprehensive mix of services which have two key 
outputs in mind; the minimisation of a cyber event on the corporate’s customers 
and the protection of its brand reputation.”

18 Source: PwC 2014 Global Economic Crime Survey, Nomura Research ‘Hacking Into a Soft Market’
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5. Terrorism & Political Risk: Ukraine too close to home for corporates

With flashpoints around the globe the 
subject of daily news, the challenges 
facing risk managers with exposures in 
countries where terrorism and political 
violence threaten societies can seem far 
removed, until they become all consuming.

For example, the recent 2015 FM Global 
Resilience Index headlined on the plight 
facing Ukraine as the country fell 31 
places on the insurers’ stability index, 
while Aon’s Political Risk Map 2015 
has the Crimea painted a deep red with 
every conceivable business risk exposed, 
highlighting just how vulnerable corporates 
that are caught up in these problems  
can be. 

An even starker perspective is provided 
by 2013’s World Bank report on 
investment and political risk. When asking 
respondents to its survey what are the 
best methods to mitigate against risks 
such as terrorism and war, 45% and 46% 
respectively admitted that ‘no existing tool 
can alleviate this risk’.19 

Times have changed rapidly in Ukraine, 
but for many international corporates that 
operate, purchase or supply goods and 
services in the region their challenge in 
facing up to economic loss has been  
in building up a satisfactory proof of 
material damage.

Such problems have been particularly true 
of neighbouring economies to the Ukraine. 
In September 2014 when the conflict 
was still in its relative infancy, German 
economists and data providers were 
already revealing information as to how 
supply and demand were being impacted. 
Industries such as chemicals manufacturing 
saw falling production and German 
exports to Russia were hit particularly 
hard by the imposition of EU sanctions, 
with food manufacturing and car makers 
both major losers amidst the international 
condemnation of Moscow policy.20 

Aon’s Political Risk Map 2015 highlights the full range of exposures corporates with operations in Ukraine could face

19 Source: Multilateral Investment Guarantee Agency (World Bank Group) - World Investment Trends and Corporate Perspectives
20 Source: Wall Street Journal 4th Sept 2014 – Ukraine conflict stunting growth in Germany



View from the ground
Those unfortunate enough to be affected 
by the worst aspects of armed conflict 
will face considerable safety challenges 
of accessing their properties and 
infrastructure, but the most common 
problem for corporates in the region is one 
of losing business as trade slips away. 

We have seen this in the case of utilities, 
where demand has fallen substantially and 
placed firms like telecoms providers in the 
challenging position of demonstrating their 
loss beyond material damage. 

For corporates operating global 
programmes, the interplay between master 
policies and local domestic coverage 
can also create a bottleneck. When a 
situation is as dynamic and dangerous as 
this, it seems sensible to ensure that both 
international and local programmes can 
interact efficiently when needed. 

“When a situation is as 
dynamic and dangerous 
as this, it seems sensible 
to ensure that both 
international and local 
[insurance] programmes can 
interact efficiently  
when needed.”

Know your limits
For example, differences in conditions 
and limits should be ironed out early and 
clearly defined in case any dispute over 
who carries the bulk of a claim should 
get in the way. This kind of alignment is 
sometimes one of the most powerful steps 
a risk manager can take when setting up a 
company’s programme; it ensures that they 
are able to lead the process and while it’s 
not essential to have wordings identical 
between a local and a master policy, very 
often global programmes provide the 
broader wording to compensate.

The past 18 months in the Ukraine have 
reminded us that political violence is 
certainly unpredictable and guessing the 
direction of international diplomacy relies 
on calculating countless variables. Even 
the long term security of NATO members 
in the Baltics such as Latvia, Lithuania 
and Estonia has been called into question 
amidst continued sabre rattling  
from Moscow. 

Of course the World Bank Report cited 
earlier in this article pointed out how 
half of people think nothing can mitigate 
against risks like terrorism and war. But for 
many organisations, the show must go on 
in spite of everything, the key is to think 
the unthinkable and decide to what lengths 
your organisation needs to go in order 
to maintain its operations, or circumvent 
them quickly with a solution putting assets 
quickly out of harm’s way.

18
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6. Waving the weakest link goodbye? Improving supply chain resilience

Increasing globalisation and intensified 
focus on cost reductions following the 
downturn in 2008 have resulted in 
extended supply chains. Focused largely 
on cost and margin management and 
in many cases involving the supply of 
complex components across borders 
and continents using international 
transportation and logistics operations, 
resilience has frequently been tested to  
its limits.

At the receiving end, cost cutting measures 
have included reduction of buffer stocks 
and increased prevalence of “just in 
time” and “just in sequence” inventory 
management. The supply chain was seen 
as a facilitator of cost management with 
less emphasis on risk management. 

In 2011, the World Economic Forum was 
urging caution and a need for increased 
supply chain resilience which they defined 
as “the ability of a global supply chain to 
reorganise and deliver its core function 
continually, despite the impact of external 
or internal shocks to the system.”

In the same year, fragilities in the supply 
chains of many global companies 
were brought to light by the Japanese 
earthquake and Thailand flooding. As 
well as the impact locally, these events 
highlighted the interconnectivity of global 
supply chains, the limitations of traditional 

business interruption cover and the need 
for contingent business interruption  
(CBI) cover. 

“Companies reliant on 
supplies from affected 
regions without CBI 
insurance covering suppliers’ 
premises suffered uninsured 
losses. Where suppliers’ 
extensions were in place, the 
coverage did not typically 
extend to second tier 
suppliers and below.”

Catastrophes have a tendency to highlight 
limitations of insurance cover due to 
the scale of the events, the number of 
policyholders affected and the different 
policy responses that arise from seemingly 
minor differences in policy wordings.
Companies reliant on supplies from 
affected regions without CBI insurance 
covering suppliers’ premises suffered 
uninsured losses. Where suppliers’ 
extensions were in place, the coverage did 
not typically extend to second tier suppliers 
and below. This claims experience 
indicated the existence of multi-tier supply 
chains and the vulnerabilities they had 
created for themselves.

Meanwhile, issues also arose from the 
definitions included in CBI extensions. 
These included:

• Geographical limits specified in 
prevention of access wordings.

• Failure to name key suppliers  
in Thailand resulting in lower  
sub-limits applying.

• The existence of wide area damage 
and issues around concurrent causes 
of loss – Factories suffered damage but 
were already adversely affected due to 
damage further down the chain. 

• Alternatively, suppliers’ undamaged 
premises were affected due to access 
issues and the unavailability  
of workforce.

• There were also legal issues due  
to policies written in one jurisdiction 
being interpreted in another 
jurisdiction.



 Expert View: Vince West, Head of Aon’s  
Business Continuity Practice

US port strike creates invisible catastrophe for corporates

“One of the most significant man-made supply chain disruption stories of recent years made headlines as truckers and longshoremen 
on America’s West coast downed tools during February. These events have highlighted a genuine need for scenario planning. 
Wholesalers exporting to the US may have had little opportunity to insulate themselves from the worst. Capacity is quickly exhausted 
when alternative freighting options are few and far between.” 

“Some high value manufacturers in markets such as electronics have switched to air freight, but costs are prohibitive. As one of 
the most singularly uninsurable perils, strike action is a common exclusion on most BI policies. The fact that industrial action has so 
many complex variables; from their potential timescales to the very real likelihood of acrimonious disputes, there is so little chance of 
predicting the duration or outcome, insurers give the picket line a wide berth.”

Top of the agenda
Unsurprisingly, supply chain risks have 
moved up the agenda of risk managers 
since then, with various insurer research 
studies illustrating the point. The Allianz 
Risk Barometer cited supply chain as its 
top concern for risk managers, estimating 
that “BI and supply chain-related losses 
typically account for 50% to 70% of 
insured property catastrophe losses, as 
much as $26bn a year.” Its rival the Ace 
risk index added the following analysis: 
“The key priority for clients, brokers and 
insurers must be to work together to find 
mutually acceptable ways of sharing 
appropriate information and creating 

new practical tools that will help drive 
understanding of their supply chains and 
the exposures associated with them.” 

It is increasingly recognised that 
improved supply chain resilience can 
have measurable benefits. Research by 
Accenture suggests that supply chain 
disruptions cut the share price of impacted 
companies by 7% on average.21

Similarly, a PwC and Massachusetts 
Institute of Technology (PwC/MIT) survey in 
2013 found there was a direct correlation 
between having mature supply chain and 
risk management capabilities and higher 
overall performance in the event of supply 
chain disruptions.

Insurance options
Bespoke supply chain policies are being 
developed by Insurers to provide broader 
coverage below tier 1 suppliers and  
for non-damage triggers such as  
supplier failure.

It needs to be recognised that transfer 
of risk to insurers is only part of the 
solution. Of the top 5 risks identified 
in the 2013 PwC/MIT study, only the 
fifth, environmental catastrophes, would 
typically be addressed through insurance. 

21 Source: Building Resilience in Supply Chains, World Economic Forum. 2013
22 Source: PwC/MIT survey, 2013
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Practical steps to improve supply chain 
resilience are better understood and are 
being implemented. These include:

• Ensuring supply chain risks are covered 
in business continuity plans.

• Sourcing from multiple suppliers. 

• Sourcing from multiple geographical 
regions – regional and global.

• Introducing multiple distribution centres.

• Increasing buffer stocks.

• Introducing contractual penalties in 
supplier contracts.

Tools are also emerging to help risk 
managers. An FM Global report in  
201523 includes concrete key  
performance indicators to help assess 
supply chain resilience. 

Globalisation is relentless as is the 
importance of supply chain resilience to 
global corporations. Recent significant 
and unpredictable events have highlighted 
some of the issues arising from this trend 
and it is clear that the companies that will 
fare best from those inevitable challenges 
are those that have invested  
in creating more resilient and visible 
supplier relationships.

23 FM Global Resilience Index

Top 5 supply chain risks22

• Raw material price fluctuations

• Currency fluctuations

• Market changes

• Energy/fuel price volatility

• Environmental catastrophes 



22



23 

In this report, we have outlined half a 
dozen emerging risk areas in which 
scenario planning is being deployed 
to varying degrees within the global 
corporate environment.

As a consequence of this, Crawford has 
experienced an increasing demand for 
pre-nomination and contracted service 
level agreements that guarantee boots 
on the ground and resources put in place 
immediately after a loss occurs.

The difference between pre-planning loss 
scenarios and leaving your assets and 
reputation to the mercy of events can 
manifest itself in any number of ways; 
damage to property, business interruption 
and injuries to employees or the public 
are those about which we already know a 
great deal.

However, if this report illustrates one theme 
alone, it is that corporations face a number 
of emerging challenges including threats to 
their reputation and customer data, as well 
as the relentless march of regulators, the 
unpredictable perils of political violence 
and the vulnerability caused by potential 
supply chain failure. 

The Crawford SolutionTM can be applied to 
fit almost any context of scenario planning 
and pre-loss management including:

• First notification of loss

• Adjuster pre-nomination

• Global third party claims 
administration

• International payment solutions

• Predictive analytics

• Business interruption

• Internal and customer communications 
protocols

• Data (cyber) breach response 

• Property restoration

• Contract certainty

Scenario 
planning – 
Crawford’s global 
approach
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